———
= = — =
— —_— ———
— —— —
 —— ——
———

HellasQCl - Quantum Communication Infrastructure for Greece

—
e ——

=———
——
——

————

QKD-PQC: Securing Key Transfers
for Application Layer Utilization

—s Dr. Homer Papadopoulos, NCSRD
" " Antonis Korakis, NCSRD

HellasQCI Third Training Event, Crete, 04-05 September 2024



Y
I,

i

\
\

N
h

\\

b
A “l\v“

—

e
s
= —
T o

—
—_—

—
————

=

S

\ \

—_ ———

\\

A
RN

—_——

=

\\\
l|l|}\

QRN
R

———
=
——
=

i

Contents

v/ PQC Kyber and Dilithium
v’ Lattice based scheme for PQC

v  QKD-PQC Demo

I
"ﬁ.‘ \\‘W
)

(i
|||||||||||

Dr. Homer Papadopoulos, Antonis Korakis, NCSRD

HellasQCI Third Training Event, Crete, 04-05 September 2024



(N ‘

I\ l\l'.ql"lil!;}:
b

l';'i,'.‘f.'.\'f:;.!?.'{.'".},ul

Quantum Safe Key Cryptography
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Signing  Encryption  KeyGen
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\Homomorphic still to Public-key Quantum-safe

cryptograph
become Quantum Safe. TYpEograpany
QKD Post
" Quantum
PQC ,/// Cryptography
Classical morphic crypto
PK crypto

The OTP is the only method of
Ars  encryption that is information-
orp  theoretically secure, in contrast to
stream ciphers like
chacha20/salsa20 and  block
ciphers like AES, which can be

idered tationall
Public key cryptography relies on hard math problems considered compitationaly secure

for example RSA uses prime factorization but if a large
enough quantum computer were ever built it could
easily solve these problems and thus break the
associated cryptography.

New Quantum resistant forms of
cryptography need to use math
problems which are hard even
for a quantum computer.

Post-Quantum
Cryptography
(PQC)
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ﬁ Federal Office
for Information Security

REPUBLIQUE
FRANCAISE

Literté

) vy
2% General Intelligence and E SWEDISH ARMED FORCES
Security Service §

Ministry of the Interior and

Kingdom Relations

Position Paper on

Synopsis

NSA continues to evaluate the usage of cryptography solutions to secure the transmission of data in National Security Systems. NSA does not recommend Qu antu m Key D istl—ibutio n

the usage of quantum key distribution and quantum cryptography for securing the transmission of data in National Security Systems (NSS) unless the

limitations below are overcome.

French Cybersecurity Agency (ANSSI)

Federal Office for Information Security (BSI)

Netherlands National Communications Security Agency (NLNCSA)
www.nsa .gov/Cybe rsecu ritV/QU antum- KeV' Distribution 'QKD'a nd- Swedish National Communications Security Authority, Swedish Armed Forces

Quantum-Cryptography-QC/ www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Quantum
_Positionspapier.html?nn=132646

* QKD is not yet sufficiently mature from a security perspective — suitable for niche use cases

* Clear priorities should therefore be the migration to PQC and/or the adoption of symmetric keying.

* Denial-of-service attacks
*  Trusted nodes
* Expensive set up

* Authentication
* Non certified devices

Dr. Homer Papadopoulos, Antonis Korakis, NCSRD HellasQCI Third Training Event, Crete, 04-05 September 2024
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4.1. High-level objectives of EuroQCI
HLO1: The QKD service provided by EuroQCT shall deliver key material to pairs of users.

HLO2: The users shall be able to use the key material delivered by EuroQCT directly in their
cryptographic products or in combination with key material delivered by other cryptographic
KMSs, such as asymmetric key management systems relying on PQC algc—*"—"

HLO3: The QKD service must ensure PFS without reliance on the robust
cryptographic algorithm, including PQC. As a consequence, the QKD se  Application layer ike encry

quantum communication. symmetric cryptographic algorithms, and hash ;  !sing auantum secure keys
1 symmetric crypto applicatio
goal.

Demarcation between QKD platform and user equipment

HLO4: The QKD service may interconnect sensitive and classified infos
protect equivalent levels of classifications and which have a determu

information. This implies that: Key Management Systems
. ] . importing quantum secure
—  The QKD service shall be used to create keys of any classification Ie keysand using them to

classified to SECRET UE/EU SECRET or the national equivalent. ~ orvardshared secrets

between the KMS instances

Operator Node Operator Node

EuroQCI - Concept of Operations (ConOps)
Document Version 2.0 dated 19/06/2023 Quantum Devices (in pairs), QKD QKD
generating quantum secure T
keys. Each adjacent pair of

QKD devices defines a “hop”

QKD QKD
device 2a device 2b

device 1a device 1b

X\\\\\\\\\\\\\ \
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Computationally Secure Quantum Cryptography
(Basing on PQC hardness assumptions)

Computationally-secure hybrid quantum/classical cryptography based on the post-quantum hardness

assumptions, which is a new paradigm to combine the disciplines of quantum cryptography (QC) and
postquantum cryptography (PQC)

Yan, X., Wang, L., Gu, L., Li, Z., & Suo, J. (2024). Post-quantum -to-1 trapdoor claw-free functions from extrapolated dihedral cosets. Quantum Information Processing,
23(188). https.//doi.orq/10.1007/s11128-024-04387-w
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Many a Mickle Makes a Muckle:
A Framework for Provably Quantum-Secure
Hybrid Key Exchange

Benjamin Dowling!, Torben Brandt Hansen?, Kenneth G. Paterson®

kD | [ pac | [classi

\ /
N /
\ 0 . /
" Key Derivation ,-""'f
A /
) /
\ /

Shared ‘
Authenticated Key |

e

://eprint.iacr.org/2020/099

An approach could be to combine:
« Keys from QKD layer
* PQC key encapsulation mechanism
» Keys from classical cryptography (helps for migration to quantum-safe
systems)
» Pre-Shared Key (PSK) authentication

Benefits:
Authentication and confidentiality (adjustable, can be made end-to-end)
Resilience(e.qg., if PQC fails, guarantees for QKD still hold)

e Works well with trsuted nodes
e What happens in case of failure? Resilience?

QKD + PQC (t:°th S el e Resilient solution
and digital signatures
- - ) e If QKD fails , then PQC or vice versa

e Computational solution
e What happens in case of failure? Resilience?
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HellasQCI Third Training Event, Crete, 04-05 September 2024



Lattice based scheme for PQC

Search NIST

NIST Releases First 3 Finalized Post-Quantum Encryption
Standards

Wi
W .."‘I‘lwl
il

August 13, 2024

/
/” S MEDIA CONTACT
/// * NIST has released a final set of encryption tools designed to withstand the attack of a quantum computer. -
//; * These post-quantum encryption standards secure a wide range of electronic information, from confidential Chad Boutin
//’ email messages to e-commerce transactions that propel the modern economy. charles. boutin@nist.gove
(301) 975-4261

* NIST is encouraging computer system administrators to begin transitioning to the new standards as soon as
possible.

@ x & S NS &1 0

https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards

The new standards are designed for two essential tasks for which encryption is typically used: general encryption, used to protect
information exchanged across a public network; and digital signatures, used for identity authentication.

NIST announced its selection of four algorithms — CRYSTALS-Kyber, CRYSTALS-Dilithium, Sphincs+ and FALCON — slated for
standardization in 2022 and released draft versions of three of these standards in 2023.

The fourth draft standard based on FALCON is planned for late 2024.

Dr. Homer Papadopoulos, Antonis Korakis, NCSRD HellasQCI Third Training Event, Crete, 04-05 September 2024
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Key Encapsulation Mechanism (KEM) It is recommended to use a hybrid solution combining

classical Public Key Infrastructure (PKI) and PQC,
ECC / RSA

e

\\\
—
— _"::':

\
—
S

—

=
\
—
——

=SS
—

——
——

adversaries.

—

—

ensuring protection against both current and future
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PQC offers protection against quantum-based attacks,
while classical PKI provides fallback security against
Document failures of PQC algorithms.

PQC-Sign

.
N

Signature

N
N
N

NN
NN

N
S\

Verify
both This hybrid approach is being applied in TLS Handshake
for secure key exchange, where classical PKI and PQC

algorithms like CRYSTALS-Kyber are combined for
Hybrid key exchange in TLS 1.3 enchanced security.
draft-ietf-tls-hybrid-design-06

https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/

Classical Sign signatures
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STANDARDIZATION STANDARDIZATION

|'I|‘I'I'|I| 1":'5'!' I'I ll'}':fl

i /
o ¢ 00
o \. u‘v’=‘= ~ CRYSTALS - KYBER "% . w_ w CRYSTALS - DILITHIUM
I - eee o0
"| ’ | ‘ ¢ SELECTED FOR ITS STRONG SECURITY AND PERFORMANCE

‘ * SELECTED BASED ON ITS SECURITY, HIGH EFFICIENCY,

\\ l AND RELATIVELY SIMPLE IMPLEMENTATION

*  WE ARE PLANNING TO STANDARDIZE BOTH KYBER-768 AND KYBER-1024
*  WE RECOMMEND IT BE THE PRIMARY SIGNATURE ALGORITHM USED

STANDARDIZATION

STANDARDIZATION

s it 4 M

|
SPHINCS*+ g, A WL
SELECTED FOR ITS SMALL BANDWIDTH, FAST VERIFICATION AND SECURITY . Bk

*  SELECTED FOR ITS SOLID SECURITY AND ITS BASED ON A DIFFERENT SET OF ASSUMPTIONS
s THE IMPLEMENTATION MAY BE COMPLICATED FOR SOME APPLICATIONS o i Pf <
erformance?
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e Alice and Bob Securely Share a symmetric Key using Kyber:

: « Step 1: Alice generates a Kyber public/private kev nair.
Key Encapsulation

Igi ' . Public Key (Encrypt)
Mechanism (KEM) DIl STETEE S « Step 2: Bob generates a one-time pad key and e Aaniy
Secure key exchange, =~ Message authentication, Kyber public key.

encryption integrity «  Step 3: Bob sends the encrypted symmetric key

Private Key (Decrypt)
Learning-With-Errors Learning With Errors « Step 4: Alice decrypts the symmetric key using her Kyber private key.

|
Underlying Probl
’\ et Al (LWE) over lattices (LWE) over lattices .

Alice Sends an-Encrypted Message with Authentication using Dilithium:
Exchanging keys for Signing and verifying

« Step 5: Alice encrypts her message using the symmetric eg OTP key.
symmetric encryption digital signatures P yp & & Y & Y

Primary Use Case

« Step 6: Alice signs the OTP-encrypted message with her Dilithium

Publlc/Prlvate key pair  Public/Private key pair private key.
] B « Step 7: Alice sends the OTP-encrypted message and the digital signature
Encapsulation . . N/A to Bob.
using public key
D t tric k « Step 8: Bob verifies the signature using Alice' _
UsIng private key _ _ « Step 9: If the signature is valid, Bob decrypts ‘
Slgnmg 5'5” message using message using the OTP key.
private key
Verify signat : ;
Verification N/A USRS BRI i
public key
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Lattice based scheme for PQC
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Lattice Hard Problems

All public key encryption and signature algorithms are based on a hard problem.

NIST’s endorsement of lattice based cryptography gives further weight to the body of expert knowledge that believes
lattice-based cryptography is a solution to the problems raised by the potential of quantum computers.

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography

Lattices serve as the basis for many promising quantum-resistant cryptographic schemes.
In fact, three of the algorithms selected for standardization, Kyber, Dilithium, and Falcon, are lattice-
based.

One common way to build lattice-based cryptography is using something known as the “learning with
errors” problem.
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Lattice based scheme for PQC
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DEFINITION | (LATTICE) Given n linearly independent vectors by . b,, . . ., b, € R™, the lattice generated
J";:‘.‘u'. by them is defined as

C(by,by,... b)) = {z:.b.- | z; € z}.

We refer to by, ....b, as a basis of the lattice.
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N TN

- good basis » © . - bad basis -

Perpendicular basis is better than the parallel basis.

If you know a good basis for the lattice, it can be somewhat easy to find the closest lattice
point.

But, if you only know a bad basis, for the same lattice, it can be much much harder to solve
the same problem.
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Lattice based scheme for PQC

b wants to send Alice a message.
First, Alice sets up a lattice with two different bases that can generate the same lattice.
Alice keeps the good basis as a secret (her secret key)
g But she tells Bob — and anyone else who might be eavesdropping — the bad basis (her
‘M’\ 1\\|  “public key"”)
mul/,% \\ » Bob uses that basis and embeds a message in the lattice : Eg he picks a point on the lattice
ﬁ \ \! ”\ — the closest to the origin— which somehow represents his message.
|

[ ]
—
®@ ;
—
wn
wn
Q)
<
W
o

P
” |+ Alice knows the secret good basis, and she can use that to find the closest lattice point and
/]
',',,.",l' recover the message.

‘}I i

l}h';{,{:’(,:" « But an eavesdropper needs to find the closest to the origin lattice point using only the bad

%, n '
W,IT‘U,'J'I b .
| asis.

.
4 1/%,: '|'||

f
| i
l'} (( n'/'.},(,’
Which point on

the lattice is
closest to the origin?
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Lattice based scheme for PQC

Lattice-Based Cryptography
A S © b
AERERE 1 0 Learning with Errors:
s|7]9]2 2 A4 _
” + = Given A and b, it is hard
Skl ) - : o determine the secrel s
11686 )32 2 -1

e Secure against best known quantum attacks

The security of the most lattice encryption schemes is based on the Learning With
Errors (LWE) problem, which is a harder mathematical problem related to high-
dimensional lattices.
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NIST Post-Quantum Cryptography Candidate Cracked Two quantum Ising algorithms for the Shortest Vector Problem: one for

By David Geer now and one for later
Commissioned by CACM Staff
January 24, 2023

Comments David Joseph,’? Adam Callison,2 Cong Ling,! and Florian Mintert?
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! Electrical and Electronic Engineering Department, I'mperial College London
2Physz'cs Department, Imperial College London
(Dated: 13 January 2021)
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Belgian researchers have cracked the SIKE cryptographic
algorithm, a fourth and final-round candidate that the U.S.
National Institute of Standards and Technology (NIST) was
evaluating for its Post-Quantum Cryptography (PQC) standard.
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Quantum computers are expected to break today’s public key cryptography within a few decades.
New eryptosystems are being designed and standardised for the post-quantum era, and a significant
proportion of these rely on the hardness of problems like the Shortest Vector Problem to a quantum

SN
=
S

in high demand, and lattice-based cryptosystems, based on a hard problem known
as Learning With Errors (LWE), have emerged as strong contenders for stan-
dardization. In this work, we train transformers to perform modular arithmetic
and combine half-trained models with statistical cryptanalysis techniques to pro-
pose SALSA: a machine learning attack on LWE-based cryptographic schemes.
SALSA can fully recover secrets for small-to-mid size LWE instances with sparse
binary secrets, and may scale to attack real-world LWE-based cryptosystems.

break them,

ad

ks st » odeed, qant
cumputers will ender s of eday'spublc ey cryplosystems nsccre, Nothele, e are o e o
i obuid

aveviw ofthe pinciples and steaf<heat of quantam cyplography, s wel 1 an asessoeatofcuret
S ——"

https://arc.aiaa.org/doi/10.2514/1.J062267

/ p—
%/ / Wouter Castryck and Thomas Decru, research experts at the KU ol adversary. In this paper we describe two variants of a quantum Ising algorithm to solve this problem.
/ Leuven research university in Leuven, Belgium, broke the SIKE ) One variant is spatially efficient, requiring only O(N log N) qubits where N is the lattice dimension,
algorithm in about 62 minutes. They did it using a single core on o while the other variant is more robust to noise. Analysis of the algorithms’ performance on a
a six-core Intel Xeon CPU E5-2630v2 at 2.60GHz, according to . quantum annealer and in numerical simulations show that the more qubit-efficient variant will
their article, An Efficient Key Recovery Attack On SIDH. < outperform in the long run, while the other variant is more suitable for near-term implementation.
NIST intends its PQC standard algorithms to resist post- E
quantum hacking capabilities. Yet, the researchers broke SIKE h QC find it
using a legacy computer chip. -+ I. INTRODUCTION 2020 the community s itself at a turning
naint with the firet sradibla slaim ta amantuim
SALSA: Attacking Lattice Cryptography with
Transformers https://journals.aps.org/pra/abstract/10.1103/PhysRevA.103.032433
Emily Wenger* Mingjie Chen* Francois Charton' S .-
University of Chicago University of Birmingham Meta Al \\;{:‘2&:‘;‘:\ m ')
Kristin Lauter’ : A
Meta Al tpes
Quantum Advantage in Cryptography
Abstract Renato Renner*® and Ramona Wolf'9
) . ETH Zuich, 8093 Ziih, Sviceriand t time
Currently deployed public-key cryptosystems will be vulnerable to attacks by full- . - fistumiversal
scale quantum computers. Consequently, “quantum resistant’™ cryplosystems are Mw" ; o

Fig. 1 Security of cryptographic protocols over time. The diagram shows
ically th P! of the p ility €<°™ that an encry ption
scheme is broken if the adversary has all the computational power in the
world, as a function of time. Classical i i ing post-qi
ones) become increasingly insecure over time due to evolution of hardware
and algorithmic discoveries. If there exists an efficient quantum algorithm
for breaking it (which is the case for RSA), the scheme will immediately
become insecure once the first universal quantum computer is built. The
failure ility ¢2XP of QKD under the usual i
discussed in Sec. V.C), on the other hand, always remains the same.
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Challenges for Deploying PQC

* PQC has a different performance profile to current cryptographic implementations —
increased resource consumption (computation speed, memory usage, bandwidth
requirements).

* PQC algorithms are likely to suffer from implementation vulnerabilities.

* Uncertainty over patents.

* Risk of early lock-in to potentially bad choices through premature
experimentation/deployment/alternative standardisation.

« Significant further standardisation and integration work lies ahead.
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§ Scenario: Use of Key extractors -encryption in the client app
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<PQCEncryption
Digital Signature

Encryption
igital Signature

» Userl sends a digitally signed (Authorization) using the PQC
Dilithium algorithm request for a new encryption key via the
PQC Kyber Encryption Algorithm to the QKD Extractor

» QKD Extractor requests key(s) from the QKD KMS via TLS
» QKD sends to the QKD Extractor the encryption key via TLS

» Encryptor sends the encryption key together with keyID(s)
back to the Userl

» Userl uses the encryption key to encrypt the data using an
encryption algorithm (AES-256/Chacha20-Poly1305)

» User can send the encrypted data together with the KeylD(s)
to User2 securely via public internet

Apply cryptographic algorithms (post-quantum algorithms) to secure the
communications with the extractors or encryptors that are connected to the
QKD devices (operate at the application layer of the network stack)
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)/ PQC Entryption User 4
//\ / Digital SignatUre
User 2

» User2 receives User’s1 encrypted data and the keylID(s)

» User2 sends the keylID digitally signed (authorization) using
the PQC Dilithium algorithm via the PQC Kyber Encryption
Algorithm to the QKD Extractor.

» QKD Extractor sends the keylD(s) to the QKD to retrieve the
corresponding key via TLS

» QKD Extractor retrieves the encryption key from the QKD.

» QKD Extractor sends the encryption key back to the User2 via
the PQC Kyber Encryption Algorithm.

» User2 can decrypt the encrypted data using the received
encryption key.
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y QKD for secure data storage over the web

»Doctor’s End User Application sends a digitally signed (Authorization) using the PQC Dilithium algorithm request for a
new encryption key via the PQC Kyber Encryption Algorithm to the QKD Extractor

» QKD Extractor requests key(s) from the QKD KMS via TLS

» QKD sends to the QKD Extractor the encryption key via TLS

w

=
——

=
-

» QKD Extractor sends the encryption key together with keyID(s) back to the Doctor’s End User Application

NN
=

.
=

S

—

S

\\§\§\§§\\~
\\\\\\%:\\

NN

| » Doctor’s End User Application uses the encryption key to encrypt the data using an encryption algorithm
(AES256/Chacha20/one time pad). Then the doctor digitally signs the data and sends the encrypted data together with
the KeyID(s) to the NCSR’s Webserver using a web sockets protocol.

S
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/ %m }
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I
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|

»NCSR’s Webserver receives doctor’s encrypted data and the keylD(s)

»NCSR’s Webserver sends the keylD digitally signed (authorization) using the PQC Dilithium algorithm via the PQC
Kyber Encryption Algorithm to the QKD Extractor.

» QKD Extractor sends the keyID(s) to the QKD to retrieve the corresponding key via SSL
» QKD Extractor retrieves the encryption key from the QKD.
» QKD Extractor sends the encryption key back to the NCSR’s Webserver via the PQC Kyber Encryption Algorithm.

»NCSR’s Webserver can decrypt the encrypted data using the received encryption key and store it in the FHIR
database
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3
! scenario: Use of key exiractors -Web Sockets communication architecture

Optical Connection

WebSocket's
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7 / Public
o PQC Encryption Internet

Digital Signature

.
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SO

Bob QKD Key Extractor

ETSI 004
ETSI014" Wi
PQC/Encryption Bob QKD
Digikal Signature

AES/256 Server Room

PQC Encryptio
Digital Signature

QKD Messenger Appllcatlon
ChaCha20/AES256/Pseudo OTP
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QKD for secure messaging over the Web

»Userl’s QKD Messenger Application sends a digitally signed (Authorization) using the PQC Dilithium algorithm
request for a new encryption key via the PQC Kyber Encryption Algorithm to the QKD Extractor

» QKD Extractor requests key(s) from the QKD KMS via TLS

» QKD sends to the QKD Extractor the encryption key via TLS
» QKD Extractor sends the encryption key together with keylD(s) back to the User1’s QKD Messenger Application

» Userl’s QKD Messenger Application uses the encryption key to encrypt the data using an encryption algorithm
(AES256/Chacha20/one time pad). Then the user digitally signs the data and sends the encrypted data together with
| the KeylD(s) to User2 using a web sockets protocol.

» User2 receives User’sl encrypted data and the keylID(s)

» User2 sends the keyID digitally signed (authorization) using the PQC Dilithium algorithm via the PQC Kyber
Encryption Algorithm to the QKD Extractor.

» QKD Extractor sends the keyID(s) to the QKD to retrieve the corresponding key via TLS

» QKD Extractor retrieves the encryption key from the QKD.

» QKD Extractor sends the encryption key back to the User2 via the PQC Kyber Encryption Algorithm.
»User2 can decrypt the encrypted data using the received encryption key.
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Dilithium Digital Signature
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QKD Messenger Appllcatlon
ChaCha20/AES256/Pseudo OTP
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Demo Architecture with QKD simulator

» Userl’s QKD Messenger Application sends a request for a new encryption key via TLS to the
QKD SIMULATOR

» QKD SIMULATOR sends the encryption key together with keylD(s) back to the User1’s QKD
Messenger Application via TLS

\ » Userl’s QKD Messenger Application uses the encryption key to encrypt the data using an

| ’\ encryption algorithm (AES256). Then the user digitally signs the data and sends the encrypted

!I" data together with the KeylID(s) to User2 using a web sockets protocol.
/]

/ |
il IW

| H

i _
i | Il » User2 receives User’s1 encrypted data and the keyID(s)

» User2 sends the keyID to the QKD SIMULATOR via TLS.
» QKD SIMULATOR sends the encryption key back to the User2 via TLS.

» User2 can decrypt the encrypted data using the received encryption key.
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Download the FTP client for the Demo

Install an FTP Client (e.g. Filezilla) to access the required
demonstration files.
* Access the FTP Server using the below information

ile Edit View Transfer Server Bookmarks Help
H-EETEO®RO kY Eadek
Pass

FTP Details
Host: 143.233.247.77
Port: 21

Username: hellasqci
Password: HellasQCl2024Demo

AR NSRS

Directory: /Applications
HTTP Details
http://143.233.247.77/hellasqgcidemo.zip

R - W

Dr. Homer Papadopoulos, Antonis Korakis, NCSRD HellasQCI Third Training Event, Crete, 04-05 September 2024
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MellasQCl - Quantum Communication Infrastructure for Greaco

Download the required files
* Download PQCCertificates.zip

install Windowsdesktop-runtime-x86.exe)

install Windowsdesktop-runtime-x86.exe)
* Unzip PQCCertificates.zip to your device

Remote site: l /Applications

] /
Applications
? Public Signatures

Filename Filesize Filetype Last modified
; EncryptionMethods.zi 1.148.911 Compresse... 8/8/2024 6:08:37 pp
¢ PQCCertificates.zi 4.852.092 Compresse... 8/8/2024 4:17:26 pp
i QKD Messenger.zip 5.253.242 Compresse... 8/8/2024 4:34:14 pp
¢ QKDETSIClientzip 640.253 Compresse... 8/8/2024 5:37:01 pp
[ windowsdesktop-runtime-8.0.7-win-x64.exe 58.582.160 Application  8/8/2024 4:20:21 pp
[@windowsdesktop-runtime-8.0.7-win-x86.exe 53.832.600 Application  8/8/2024 4:20:19 py
/> source » repos > PQCCertificates » PQCCertificates > bin » Debug > net6.0-windows > PQCCertificates
Name - Date modified Type Size
3 BouncyCastle.Cryptography.dil 472 06 p Application exten. X 3
PQCCertificates.deps.json 3 5 3
PQCCertificates.dll

Application

o Pibgram Debug D.. 14KB
File 1XB

PQCC: iﬁcates.ﬂ-"_
& PQCCertificates.pdb
/‘—T PQCCertificates.runtimeconfig,json

Generate PQC Certificates

* Download Windowsdesktop-runtime-x64.exe (in case you havs.

* Install Windowsdesktop-runtime-x64.exe (in case you have a &

hellasqai@1

File Edit View Transfer Server Bookmarks Help

TR RO %L EAes

FileZilla

Host:  143.233.47.77

Username: ~hellasqci Passuord: wees

(Qocomed | -

Status:

Status:
Status:
Status:
Status:
Status:

Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:

Directory listing of 'fApplications" successful
Sending keep-alive command

Connecting to 143.233.247.77:21...

Connection established, waiting for welcome message..,

Insecure server, it does not support FTP over LS,

Loggedin

Starting downlead of /Applications/PQC Certificates.zip

File transfer successful, transferred 4,852,092 bytes in 1 second

Starting download of /Applications/windowsdesktop-runtime-8.0.7-win-x4.exe
File transfer successful, transferred 58.582.160 bytes in 4 seconds

Sending keep-alive command

Retrieving directory listing of "/Applications”...

Directory listing of "fApplications" successful

Sending keep-alive command

Retrieving directory listing of “#"...

Directory listing of '/" successful

Local site: | C:\Users\Antonis\Desktop!\HellasQCI\

<

Remotessite: | /Applications

~ HellasQCl
— HellasQCI-QKD Keys and POC-Crete Videos
— ICISNET
_ Image
“ ListWordsByFrequency
__ mixing
~ MP3a
__ Programs
“ OKDETSIClient
__ Realme
T saves
__ Shuffle Dance

e/
~_ Applications
7 Public Signatures

Filename

Filesize Filetype Last modified

Empty directory.

Filename

uEncrypt\unMethuds.zlp
NPQC(amﬁcatas‘z\p

B oK Messengeraip

I aKDETSIClient zip
[@]windowsdesktop-runtime-8.0.7-win-x64.exe
[@]windowsdesktop-runtime-8.0.7-win-x86.exe

Gfiles, Total size; 124.275.080 bytes

Filesize

1148911
4,852,002
5231928
627.389
58.582.160
53.832.600

Filetype

WinRAR ZI...
WinRAR ZI...
WinRARZI...
WinRARZI...

Application
Application

Last modified

8/8/2024 6:08:3...
8/8/2024 4717:2...
30/8/2024 &:11:..
30/8/2024 4:27...
&/8/2024 4202...
&/8/2024 420:1...

Permissions

Owner/Group

Server/Local file

Direction  Remote file

Size Priority

Status

]Queueuiles JFai\sdtvznsfsrs lSuc:a;quvansfsrs(S) J

B @ Queue empty e
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Generate PQC Digital Signature Keys

* Open the folder PQCCertificates

* Execute PQCCertificates.exe to initiate the PQC
ST Key Pair Generator application

RASTTONEVIN e S * Select "Dilithium 5 for Dilithium Signature”

.PQCCertifi(ates‘deps.Json /772024 6:44 py JSON File 2KB o . .
& OneDrive - P |
e b B et * Press Create Dilithium 5 Key Pair

PQCCertificates.exe 11/2004 6244 Appistion 29K8

— N * Select the file directory to export the keys

; bt * Your private key: dilithium5.private and the

B public key: dilithium5.public has been created to
oy the selected directory.

[l clements

Q » HellasQCl » PQCCertificates Search PQCCertificates Q

ToSort v = View v e (T Details

I Tutorials
[ Videos

i rodejs

v I ThisPC
= Programs (€} f4~ PQC Key Pair Generator

= Documents (D:)

S PQC Encryptjgf/Digital Signature Key Pai

= Video (\FREENAS) (T3

2 Vious (VFRENAS) () O Kypet 1024 for Asymmetric Eng
& Pictures (\FREENAS) (V;) _
s @ Dilithium 5 for Digital Sj
& Documents (\\FREENAS) (X:)
= Downloads (WFREENAS) (V) Create Dilit mb5 KE.‘}-’ Pair
& antoniskorakis (\\FREEMAS) (Z:)
wv = ANTONISUSB (E)
8 Android

Exit

LOST.DIR
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& Gallery

@ OneDrive - Personal

M Desktop
' Downloads

B Documen ts

& Pictures
0 Music
B Videos
@ clements
W Tutorials
Bl Videos
B nodejs

IR This PC

¥ Programs (C:)

= Documents (D:}

= ANTONISUSE (E)

& Video (\\FREENAS) (T2)

& Various (\\FREEMAS) (L)
Pictures (\\FREENAS} (V:)

& Music (\FREENAS) (W:)

& Documents (\\FREENAS) (X:])

= Downloads (\\FREENAS) (V2

&= antoniskorakis (\FREENAS) (Z:)

lll‘ll l‘u‘ll | \
1LY |
Il“?':l'lllill’ ".l yl \ ‘l ll'
LR
'I ‘I}HIH'”

PQCCertificates »  dilithium5KeyPair

Tl Sort ~

Name = Date modified
ilithium5.private 9/ 20 ¥
W dilithiums.pri 2/9/2024 11:28

I dilithiums.public 2/9/2024 11:28 pp

Type
PRIVATE File

PUBLIC File

Search dilithium5KeyPair

Generate PQC Digital Signature Keys

* Rename your
public and private
key to your
firstlastname.publi
c(e.g
homerpapadopoul
os.public
homerpapadopoul
os.private)

*Close the
application
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Upload your public key to the FTP

HelasQQ - Quantum Communication Infrastructure for Greecs

A - . . *@Go Backtothe FTP client and enter

File Edit View Transfer Server Bookmarks Help

2 GEEoON0 L Fasa the /Public Signatures directory

Host: 143.233.247.77 Username:  hellasqci Password: sesssssesessss Port: [(Quickeonnect | ~

Status Sending keep-alive command

Sending keep-alive command
Sending keep-alive command

Sending keep-alive command

Sending keep-alive command . .

* Upload your firstlastname.public to
Sending keep-alive command .

Sending keep-alive command

Sending keep-alive command . . .

Public Signatures director

Connecting to 143.233.247.77:21...

Cannection establiched, waiting for welcome message...

Insecure server, it does not support FTP over TLS.

Logged in

Retrieving directory listing of */Applications”... |

Directory listing of "/Applications” successful

Local site: | Ci\Users\Antonis\Desktop\HellasQCT\ [ Remote site: [ /Applications v
== HellasCl 557
“~ HellasiCI-QKD Keys and PQC-Crete Videos |23 Applications
= ICISNET 1.5 Public Signatures
= Image e p—
BN ListiWorekByFrequency Remotesie | Public Sgnatures
“ mixing :
WP g4/
“ Programs i
- QKDETSIClient -, Ropliceons
) “" Realme T
7 “ saves
/ “ Shuffle Dance Filename Filesize Filetype  Lastmodified  Permissions  Owner/Group
V74 Filename N Filesize Filetype Last modified &
EncryptionMethods.i 1048311 WinRARZl..  8/6/2024 60853,
Eencryp p
B windowsdesktop-runtime-80.7-win-+64... 58582160 Application 2/9/202411:2420 pp. EReaccenicatesaip hoce WikAk Y, Sl
BAraccerificatesip 4852082 WinRARZIP archive  2/8/202411:2412 e £ k0 Messengerzip 5231928 WinRARZl.. 30/8/2024 6:11:..
“ PQCCertificates File folder 2/9/2024 11:28:25 pp B oroeTsiciientaip GEESHR. WnRARZL: 50062024420
Flwindowsdesktop-runtime-8.07-win-xbhexe 56582160 Applicstion  3/3/2024 420:2..
[@lwindowsdesktop-runtime-8.0.7-win-x86.exe 53232600 Application  8/8/2024 £20:1.
/ Filenzme Flesze Fleype  Lastmodifed Pemisions  Owner(Go..
. Antonis orelis pubi 2590 PUBLICe  T/Q/2004 15414
| At Ktsamegoupublic 259 PUBLICKe  T/B2004 15414
2 files and 1 directory. Total size: 63,434,252 bytes 6 files, Total size: 124,275,080 bytes | Geoge aesaspubc 2580 PUBLICKie  TZB20DA 13k 14y
Server/Local file Direction Remotefile Size Priority  Status . Homer Papadopoulos public 2590 PUBLICFie  T/B/2004 154
| Teresa Pepazoglouublc 250 PUBLICHe  T/B/2004 154 M4

'[q..e..edlilﬁ JFailedtransFers JSu:(ﬁsfult:ansfa:s(T) |

B @ Queve empty e
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§ Download QKD Messenger application

LRSS
MellasQCl - Quantum Communication Infrastructure for Greaco

—_—
—

— —
— =
—— =
—————
— —— =
— ==
e
= S
= e
= = ==
= i
= ===

S==——————
———— =
e =

* Go Back to the FTP client and enter the /Applications directory
* Download QKD Messenger.zip to your device e :

Import Digital Signature
Username: Antonis Korakis Room ID:  (81fc-4d23-bf70-de56e74368e3| | Join Room | |ALICE

—————

——————

———
———

Ty
"l "|'\‘.
?4"":“’ ‘

—_—————

\

i
1t

———

==
\\

—
——

—_——

\
\

ﬂ

\

—

\\‘\
\§

* Unzip QKD Messenger.zip to your device T L |
* Execute WebSocketClientApp.exe

==
==

==
=

—

=
=
———

==
S

%;,

NS
NS
s

| | ‘ Send Message Select and Send File
| Get new encryption keys Received Files | Exit Application
Ramoteste] /appications
N o C » Doc(D:) » Downloads > WebSocketClientApp > WebSocketClientApp > bin > Debug > net8.0-windows7.0 > QKD Messenger
nnnnn Sqratres
Name - Date modified Type Size
| ClientSignatures 8/8/2024 5:03 pp File folder
— e P DigitalSignatureKeyPair 8/8/2024 5:03 pp File folder
€ received_files 1/8/2024 2:37 pp File folder
H e s b [4] BouncyCastle.Cryptography.dil 21/4/2023 3:06 py Application exten... 6.903 KB
2 3 ETSIA.pfx ersonal Informati... 3KB
[4] NewtonsoftJson.dll Application exten... 696 KB
QKD Messenger.pdf Adobe Acrobat D... 162 KB
o WebSocketClientApp.deps.json JSON File 2KB
3 esand]| S W O ST e itk e i [€] webSocketClientApp.dil 6/8/2024 6:16 pp Application exten... 43KB
= = [5] WebSocketClientApp.exe 6/8/2024 6:16 pp Application 140 KB
& WebSocketClientApp.pdb 6/8/2024 6:16 pp Program Debug D... 20KB
LT WebSocketClientApp.runtimeconfig.json 21/6/2024 5:17 pp JSON File 1KB

%/ —— S8 e
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a2 Import your digital signature keys to the
QKD Messenger application

i\
\
W\
il

AN
l .y HI” ‘l}' )‘|""

00 AR MAL A

) * On the top left click the Import Digital
] < » (6] (D > HellasQCl > PQCCertificates > dilithium5KeyPair Search dilithiumS5KeyPair .
@ New v NoSotv = Viewv e (B Details S I g n at u re b u tto n
o * The DigitalSignatureKeyPair forlder will

. [l homerpapadopoulos.private 2 PRIVATE File
& Gallery

[N homerpapadopoulos.public PUBLICFile

—— 2 open

* Copy/ Paste your public and private digital
keys created previously to the directory

* Exit the application

W Desktop
Import Digital Signature

' Downloads
Room ID:  43604ac8-95¢7-4340-8004-ee:

Username:
B Documents

Encryption keys: 02-09-2024 23:43
ERROR: PLEASE IMPORT YOUR DIGITAL SIGNATURE AND RESTART THE APPLICATION!!!!

® Music Client connected, Encryption keys: 02-09-2024 23:43

Join an existing room (received from other client) or create and join a new one (send the room ID to the other clients)

X Pictures

B Videos
I elements
1 Tutorials

[ Videos

s QKD Messaging Client -

Import Digital Signatuj
W nodejs Username: A"tkorakis Room ID: [81fc-4d23-bf70-de56e74368e3 Join Room ALICE

Encryption keys: 08-08-
Client connected, Encryptio

Join an existing room (receive:
= Programs (C)

W This PC s: 08-08-2024 16:59

m other client) or create and join a new one (send the room ID to the other clients)

&= Documents (D)

& ANTONISUSB (E)

Send Message Select and Send File

& Video (\\FREENAS) (T:)

Get new encryption keys Received Files Exit Application

& Various (\\FREENAS) (U)
REENAS) (V:)
ic (FREENAS) (W:)
& Documents (\FREENAS) (¥)
& Downloads (\FREENAS) (Y:)

& antoniskorakis (\FREENAS) (Z:)

&= ANTONISUSB (E})

W Android [ Send Message Select and Send File

B LOSTOR Get new encryption keys Received Files Exit Application
: |
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< [mport all users public digital signature
Hlt' ! keys to the QKD Messenger application

. . . Remotesite:|fPuinc Signatures
* In the QKD Messenger application’s main g

/

directory enter the ClientSignatures directory
» Copy/paste all the Public Signatures from the FTP

client in the application’s ClientSignatures

Filename Filesize Filetype Last modified
i@\l directory.
i i ‘d'.{i il |

QKD Messenger 3

_| Antonis Korakis.public 2,592 PUBLICFile  7/8/2024 1:54:14 pp

2,592 PUBLICFile  7/8/2024 1:54:14 pp
2,592 PUBLICFile  7/8/2024 1:54:14 pp
| Homer Papadopoulos.public 2,592 PUBLICFile  7/8/2024 1:54:14 pp
B Detais | | Teresa Papazoglou.public 2,592 PUBLIC File  7/8/2024 1:54:14 pp

| Areti Katsamagkou.public
| George Balaskas.public

This PC Programs (C) Users > Antonis > Desktop HellasQCl > QKD Messenger > QKD Messenger » Search QKD Messenger

Q
New ~

& Gallery

OneDrive - Personal

B Desktop

Name Date modified Type

o
Size

ClientSignatures 8/8/2024

File folde

DigitalSignatureKeyPair
received_files

‘| BouncyCastle.Cryptography.dil

Ap ion exten 6.903 KB
3 ETSIA.pfx 2 ) Informati 3KB
entApp.pdb , : | Newtonsoft.Json.dll Application exten... KB
lientApp.runtimeconfig.jsor @J QKD Messenger.pdf 62 KB
LT WebSocketClientApp.deps.json 2KB
‘| WebSocketClientApp.dll 43KB
[#5] WebSocketClientApp.exe 40KB
&) WebSocketClientApp.pdb 20KB
LT WebSocketClientApp.runtimeconfig.json 1KB
A
Name Date modified Type Size
| | Antonis Korakis.public PUBLIC File 3KB
| Areti Katsamagkou.public PUBLIC File 3KB
| | George Balaskas.public PUBLIC File 3KB
| Homer Papadopoulos.public PUBLIC File
| Teresa Papazoglou.public 31/7 PUBLIC File 3KB
L pazoglou.p
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* Execute WebSocketClientApp.exe

* Enter a RoomID (this will be sent to your colleague)
T G T s G R g ) e =TI * Choose Alice or Bob from the dropDown menu (if you
chose Alice your colleague should choose Bob)

* Press the Join Room button

* Now you can send text messages and files to each other.
* You can get new encryption keys

any time using the Get new

Encryption keys button

Import Digital Signature
Username: Antonis Korakis Room ID: [81fc-4d23-bf70-de56e74368e3 Join Room ALICE V)

¥ QKD Messaging Client — X ar

Encryption keys: 08-08-2024 16:59
Client connected, Encryption keys: 08-08-2024 16:59
Join an existing room (received from other client) or create and join a new one (send the room ID to the other clients)

Send Message Select and Send File

Get new encryption keys Received Files Exit Application
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ONLINE TRAINING PLATFORM
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