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Public key cryptography relies on hard math problems 

for example RSA uses prime factorization but if a large 

enough quantum computer were ever built it could 

easily solve these problems and thus break the 

associated cryptography.

Quantum Safe Key Cryptography

New Quantum resistant forms of 
cryptography need to use math 
problems which are hard even 
for a quantum computer.

Homomorphic still to 

become Quantum Safe. 

The OTP is the only method of 
encryption that is information-
theoretically secure, in contrast to 
stream ciphers like 
chacha20/salsa20 and block 
ciphers like AES, which can be 
considered computationally secure
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www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Quantum
_Positionspapier.html?nn=132646

• QKD is not yet sufficiently mature from a security perspective – suitable for niche use cases

• Clear priorities should therefore be the migration to PQC and/or the adoption of symmetric keying.
 

www.nsa.gov/Cybersecurity/Quantum-Key-Distribution-QKD-and-

Quantum-Cryptography-QC/

• Denial-of-service attacks
• Trusted nodes
• Expensive set up

• Authentication
• Non certified devices

Position Papers on QKD
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Moving towards QKD-PQC implementations

Computationally-secure hybrid quantum/classical cryptography based on the post-quantum hardness

assumptions, which is a new paradigm to combine the disciplines of quantum cryptography (QC) and 

postquantum cryptography (PQC)

Yan, X., Wang, L., Gu, L., Li, Z., & Suo, J. (2024). Post-quantum -to-1 trapdoor claw-free functions from extrapolated dihedral cosets. Quantum Information Processing, 
23(188). https://doi.org/10.1007/s11128-024-04387-w

https://doi.org/10.1007/s11128-024-04387-w
https://doi.org/10.1007/s11128-024-04387-w
https://doi.org/10.1007/s11128-024-04387-w
https://doi.org/10.1007/s11128-024-04387-w
https://doi.org/10.1007/s11128-024-04387-w
https://doi.org/10.1007/s11128-024-04387-w
https://doi.org/10.1007/s11128-024-04387-w
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An approach could be to combine:

• Keys from QKD layer

• PQC key encapsulation mechanism

• Keys from classical cryptography (helps for migration to quantum-safe 

systems)

• Pre-Shared Key (PSK) authentication

Benefits:

Authentication and confidentiality (adjustable, can be made end-to-end)

Resilience(e.g., if PQC fails, guarantees for QKD still hold)

• Works well with trsuted nodes

• What happens in case of failure? Resilience? 
QKD

• Resilient solution

• If QKD fails , then PQC or vice versa

QKD + PQC (both encryption 
and digital signatures)

• Computational solution

• What happens in case of failure? Resilience? 
PQC

https://eprint.iacr.org/2020/099

Moving towards QKD-PQC implementations
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Lattice based scheme for PQC 

The new standards are designed for two essential tasks for which encryption is typically used: general encryption, used to protect 
information exchanged across a public network; and digital signatures, used for identity authentication. 
NIST announced its selection of four algorithms — CRYSTALS-Kyber, CRYSTALS-Dilithium, Sphincs+ and FALCON — slated for 
standardization in 2022 and released draft versions of three of these standards in 2023. 
The fourth draft standard based on FALCON is planned for late 2024.

https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards

https://www.nist.gov/news-events/news/2022/07/nist-announces-first-four-quantum-resistant-cryptographic-algorithms
https://www.nist.gov/news-events/news/2023/08/nist-standardize-encryption-algorithms-can-resist-attack-quantum-computers
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Moving towards QKD-PQC implementations

It is recommended to use a hybrid solution combining 
classical Public Key Infrastructure (PKI) and PQC, 
ensuring protection against both current and future 
adversaries. 

PQC offers protection against quantum-based attacks, 
while classical PKI provides fallback security against 
failures of PQC algorithms. 

This hybrid approach is being applied in TLS Handshake 
for secure key exchange, where classical PKI and PQC 
algorithms like CRYSTALS-Kyber are combined for 
enchanced security. 

Hybrid key exchange in TLS 1.3
draft-ietf-tls-hybrid-design-06
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/ 

https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/06/


Dr. Homer Papadopoulos, Antonis Korakis, NCSRD HellasQCI Third Training Event, Crete, 04-05 September 2024

PQC and QKD 
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Feature Kyber Dilithium

Type
Key Encapsulation 

Mechanism (KEM)
Digital Signature Scheme

Purpose
Secure key exchange, 

encryption

Message authentication, 

integrity

Underlying Problem
Learning-With-Errors 

(LWE) over lattices

Learning With Errors 

(LWE) over lattices

Primary Use Case
Exchanging keys for 

symmetric encryption

Signing and verifying 

digital signatures

Key Generation Public/Private key pair Public/Private key pair

Encapsulation
Encrypt symmetric key 

using public key
N/A

Decapsulation
Decrypt symmetric key 

using private key
N/A

Signing N/A
Sign message using 

private key

Verification N/A
Verify signature using 

public key

•  Alice and Bob Securely Share a symmetric Key using Kyber:

• Step 1: Alice generates a Kyber public/private key pair.

• Step 2: Bob generates a one-time pad key and encrypts it using Alice's 

Kyber public key.

• Step 3: Bob sends the encrypted symmetric key to Alice.

• Step 4: Alice decrypts the symmetric key using her Kyber private key.

• 

Alice Sends an-Encrypted Message with Authentication using Dilithium:

• Step 5: Alice encrypts her message using the symmetric eg OTP key.

• Step 6: Alice signs the OTP-encrypted message with her Dilithium 

private key.

• Step 7: Alice sends the OTP-encrypted message and the digital signature 

to Bob.

• Step 8: Bob verifies the signature using Alice's Dilithium public key.

• Step 9: If the signature is valid, Bob decrypts the OTP-encrypted 

message using the OTP key.

PQC for Key encryption and Authentication 
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Lattices serve as the basis for many promising quantum-resistant cryptographic schemes.

In fact, three of the algorithms  selected for standardization, Kyber, Dilithium, and Falcon, are lattice-

based.

One common way to build  lattice-based cryptography is using something known as the  “learning with 

errors” problem.

Lattice based scheme for PQC 

Lattice Hard Problems
All public key encryption and signature algorithms are based on a hard problem. 
NIST’s endorsement of lattice based cryptography gives further weight to the body of expert knowledge that believes 
lattice-based cryptography is a solution to the problems raised by the potential of quantum computers.

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography



Dr. Homer Papadopoulos, Antonis Korakis, NCSRD HellasQCI Third Training Event, Crete, 04-05 September 2024

Lattice based scheme for PQC
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Perpendicular basis is better than the parallel basis.

If you know a good basis for the lattice, it can be somewhat easy to  find the closest lattice 

point.

But, if you only know a bad  basis, for the same lattice, it can be much much harder  to solve 

the same problem.

Lattice based scheme for PQC
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• Let’s say Bob wants to send Alice a message.

• First, Alice sets up a lattice  with two different bases that can  generate the same lattice.

• Alice keeps the good basis as a secret (her secret key)

• But she tells Bob — and anyone else who  might be eavesdropping — the bad basis (her 

“public key”)

• Bob uses that basis and  embeds a message in the lattice : Eg he picks a point on the lattice 

— the closest to the origin— which somehow represents his message.

• Alice knows the secret good basis, and she can use that to find  the closest lattice point and 

recover the message.

• But an eavesdropper needs to find the closest  to the origin lattice point using only the bad 

basis.

Lattice based scheme for PQC
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The security of the most lattice encryption schemes is based on the Learning With 
Errors (LWE) problem, which is a harder mathematical problem related to high-
dimensional lattices.

Lattice based scheme for PQC
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https://journals.aps.org/pra/abstract/10.1103/PhysRevA.103.032433

Potential risks of PQC

https://proceedings.neurips.cc/paper_files/paper/2022/hash/e28b3369186459f57c94a9ec9137fac9-Abstract-

Conference.html
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• PQC has a different performance profile to current cryptographic implementations – 

increased resource consumption (computation speed, memory usage, bandwidth 

requirements).

• PQC algorithms are likely to suffer from implementation vulnerabilities.

• Uncertainty over patents.

• Risk of early lock-in to potentially bad choices through premature

experimentation/deployment/alternative standardisation.

• Significant further standardisation and integration work lies ahead.

Challenges for Deploying PQC

PQC and QKD 
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➢ User1 sends a digitally signed (Authorization) using the PQC 
Dilithium algorithm request for a new encryption key via the 
PQC Kyber Encryption Algorithm to the QKD Extractor

➢  QKD Extractor requests key(s) from the QKD KMS via TLS 

➢  QKD sends to the QKD Extractor the encryption key via TLS

➢ Encryptor sends the encryption key together with keyID(s) 
back to the User1

➢ User1 uses the encryption key to encrypt the data using an 
encryption algorithm (AES-256/Chacha20-Poly1305)

➢ User can send the encrypted data together with the KeyID(s) 
to User2 securely via public internet

Server Room

ETSI 014

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

User 3

User 1

Alice QKD

Alice QKD Key Extractor 

Scenario: Use of key extractors –encryption in the client app

Apply cryptographic algorithms (post-quantum algorithms) to secure the 

communications with the extractors or encryptors that are connected to the 

QKD devices (operate at the application layer of the network stack)
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➢ User2 receives User’s1 encrypted data and the keyID(s)

➢ User2 sends the keyID digitally signed (authorization) using 
the PQC Dilithium algorithm via the PQC Kyber Encryption 
Algorithm to the QKD Extractor.

➢ QKD Extractor sends the keyID(s) to the QKD to retrieve the 
corresponding key via TLS

➢ QKD Extractor retrieves the encryption key from the QKD.

➢ QKD Extractor sends the encryption key back to the User2 via 
the PQC Kyber Encryption Algorithm. 

➢ User2 can decrypt the encrypted data using the received 
encryption key.

Server Room

ETSI 014

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

User 4

User 2

Bob QKD

Bob QKD Key Extractor 

Scenario: Use of key extractors –decryption in the client app
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Server Room

Server Room

ETSI 004
ETSI 014

ETSI 004
ETSI 014

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

ChaCha20/AES256
Digital signed

Optical Connection

Doctor

Alice QKD Bob QKD

Alice QKD Key Extractor Bob QKD Key Extractor

Public
Internet

NCSR Demokritos Alexandra Hospital

AES 256

FHIR Web Server/
WebSocket's Signaling Server

End User Application

QKD for secure data storage over the web
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➢Doctor’s End User Application sends a digitally signed (Authorization) using the PQC Dilithium algorithm request for a 
new encryption key via the PQC Kyber Encryption Algorithm to the QKD Extractor

➢ QKD Extractor requests key(s) from the QKD KMS via TLS 

➢ QKD sends to the QKD Extractor the encryption key via TLS

➢ QKD Extractor sends the encryption key together with keyID(s) back to the Doctor’s End User Application 

➢ Doctor’s End User Application uses the encryption key to encrypt the data using an encryption algorithm 
(AES256/Chacha20/one time pad). Then the doctor digitally signs the data and sends the encrypted data together with 
the KeyID(s) to the NCSR’s Webserver using a web sockets protocol.

➢NCSR’s Webserver receives doctor’s encrypted data and the keyID(s)

➢NCSR’s Webserver sends the keyID digitally signed (authorization) using the PQC Dilithium algorithm via the PQC 
Kyber Encryption Algorithm to the QKD Extractor.

➢QKD Extractor sends the keyID(s) to the QKD to retrieve the corresponding key via SSL

➢QKD Extractor retrieves the encryption key from the QKD.

➢QKD Extractor sends the encryption key back to the NCSR’s Webserver via the PQC Kyber Encryption Algorithm. 

➢NCSR’s Webserver can decrypt the encrypted data using the received encryption key and store it in the FHIR 
database

QKD for secure data storage over the web
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Scenario: Use of key extractors –Web Sockets communication architecture

Server Room Server Room

ETSI 004
ETSI 014

ETSI 004
ETSI 014

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

PQC Encryption
Digital Signature

Optical Connection

User 1
User 2

Alice QKD Bob QKD

Alice QKD Key Extractor Bob QKD Key Extractor

Public
Internet

QKD Messenger Application
ChaCha20/AES256/Pseudo OTP
Encryption 

QKD Messenger Application
ChaCha20/AES256/Pseudo OTP
Encryption 

AES 256 AES 256

WebSocket's 
Signaling Server 

ChaCha20/AES256/Pseudo OTP
Digital signed
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QKD for secure messaging over the Web
➢User1’s QKD Messenger Application sends a digitally signed (Authorization) using the PQC Dilithium algorithm 
request for a new encryption key via the PQC Kyber Encryption Algorithm to the QKD Extractor

➢ QKD Extractor requests key(s) from the QKD KMS via TLS 

➢ QKD sends to the QKD Extractor the encryption key via TLS

➢ QKD Extractor sends the encryption key together with keyID(s) back to the User1’s QKD Messenger Application 

➢ User1’s QKD Messenger Application uses the encryption key to encrypt the data using an encryption algorithm 
(AES256/Chacha20/one time pad). Then the user digitally signs the data and sends the encrypted data together with 
the KeyID(s) to User2 using a web sockets protocol.

➢User2 receives User’s1 encrypted data and the keyID(s)

➢User2 sends the keyID digitally signed (authorization) using the PQC Dilithium algorithm via the PQC Kyber 
Encryption Algorithm to the QKD Extractor.

➢QKD Extractor sends the keyID(s) to the QKD to retrieve the corresponding key via TLS

➢QKD Extractor retrieves the encryption key from the QKD.

➢QKD Extractor sends the encryption key back to the User2 via the PQC Kyber Encryption Algorithm. 

➢User2 can decrypt the encrypted data using the received encryption key.
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Dilithium Digital Signature

ChaCha20/AES256/Pseudo OTP
Digital signed

User 2 User 3Public
Internet

QKD Messenger Application
ChaCha20/AES256/Pseudo OTP
Encryption 

QKD Messenger Application
ChaCha20/AES256/Pseudo OTP
Encryption 

TLS

QKD SIMULATOR
qkdsimulator.iwelli.com/

WebSocket's Signaling Server 

ETSI 004
ETSI 014

User 1

QKD Messenger Application
ChaCha20/AES256/Pseudo OTP
Encryption 

TLS

TLS

Demo Architecture with QKD simulator
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➢ User1’s QKD Messenger Application sends a request for a new encryption key via TLS to the 
QKD SIMULATOR

➢ QKD SIMULATOR sends the encryption key together with keyID(s) back to the User1’s QKD 
Messenger Application via TLS

➢ User1’s QKD Messenger Application uses the encryption key to encrypt the data using an 
encryption algorithm (AES256). Then the user digitally signs the data and sends the encrypted 
data together with the KeyID(s) to User2 using a web sockets protocol.

➢ User2 receives User’s1 encrypted data and the keyID(s)

➢ User2 sends the keyID to the QKD SIMULATOR via TLS.

➢ QKD SIMULATOR sends the encryption key back to the User2 via TLS. 

➢ User2 can decrypt the encrypted data using the received encryption key.

Demo Architecture with QKD simulator
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Download the FTP client for the Demo

• Install an FTP Client (e.g. Filezilla) to access the required 
demonstration files.

• Access the FTP Server using the below information
 
FTP Details
Host: 143.233.247.77
Port: 21
Username: hellasqci
Password: HellasQCI2024Demo
Directory: /Applications
HTTP Details
http://143.233.247.77/hellasqcidemo.zip
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Generate PQC Certificates

Download the required files 
• Download PQCCertificates.zip 
• Download Windowsdesktop-runtime-x64.exe (in case you have a 32bit system 
install Windowsdesktop-runtime-x86.exe)
• Install Windowsdesktop-runtime-x64.exe (in case you have a 32bit system 
install Windowsdesktop-runtime-x86.exe)
• Unzip PQCCertificates.zip to your device
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Generate PQC Digital Signature Keys

• Open the folder PQCCertificates
• Execute PQCCertificates.exe to initiate the PQC 
Key Pair Generator application 
• Select "Dilithium 5 for Dilithium Signature“
• Press Create Dilithium 5 Key Pair
• Select the file directory to export the keys
• Your private key: dilithium5.private and the 
public key: dilithium5.public has been created to 
the selected directory.
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Generate PQC Digital Signature Keys

• Rename your 
public and private 
key to your 
firstlastname.publi
c (e.g 
homerpapadopoul
os.public 
homerpapadopoul
os.private)

•Close the 
application
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Upload your public key to the FTP

• Go Back to the FTP client and enter 
the /Public Signatures directory 

• Upload your firstlastname.public to 
/Public Signatures directory
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Download QKD Messenger application

• Go Back to the FTP client and enter the /Applications directory 
• Download QKD Messenger.zip to your device
• Unzip QKD Messenger.zip to your device
• Execute WebSocketClientApp.exe
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Import your digital signature keys to the 
QKD Messenger application

• On the top left click the Import Digital 
Signature button
• The DigitalSignatureKeyPair forlder will 
open
• Copy/ Paste your public and private digital 
keys created previously to the directory
• Exit the application 
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Import all users public digital signature 
keys to the QKD Messenger application

• In the QKD Messenger application’s main 
directory enter the ClientSignatures directory
• Copy/paste all the Public Signatures from the FTP 
client in the application’s ClientSignatures 
directory.  
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• Execute WebSocketClientApp.exe
• Enter a RoomID (this will be sent to your colleague)
• Choose Alice or Bob from the dropDown menu (if you 
chose Alice your colleague should choose Bob)
• Press the Join Room button
• Now you can send text messages and files to each other. 
• You can get new encryption keys
any time using the Get new
Encryption keys button 

Secure communication with QKD 
Messenger



Dr. Homer Papadopoulos, Antonis Korakis, NCSRD HellasQCI Third Training Event, Crete, 04-05 September 2024

https://training.hellasqci.eu/

Open Access to HellasQCI Training material | Training Platform
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Thank you
Dr. Homer Papadopoulos, NCSRD

Antonis Korakis, NCSRD 
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